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Abstract: The term "shadow IT" was coined for systems built without corporate approval inside business units, 
departments and whole subsidiaries. Born from the IT backlogs of every organization, shadow IT can drive innovation 
and effectiveness without hindering larger IT evolution. While organizations wrestle to centralize their applications, the 
reality is shadow IT is not going away. As such, it is most effective to ensure the sustainability of shadow IT instead of 
attempting to avoid it.   
To be sustainable, this innovation at the edge must take advantage of central SOA environments and, when the time 
comes, seamlessly scale into a service-oriented enterprise and become an active part of it. However, for this to be 
achievable, edge applications must have certain capabilities and satisfy certain conditions.   
  
Introduction   
Large enterprises are continually struggling with the problem of deploying the right IT architecture to support their 
independent business units or remote subsidiaries. From the point of view of an IT organization, centralizing business 
applications makes sense, since it decreases cost of ownership and relieves maintenance headaches. The flipside of 
centralization is that branch organizations and business units-the "edge" of the organization-are faced with a lack of 
flexibility to evolve these same IT systems. In many cases, IT simply does not respond to the fast-paced drive for 
innovation, process optimization, and evolution demanded by the business side.   
From this seeming conflict of interest edge applications are born. Also known as "shadow IT", we extend the term to 
include all systems created outside central IT control inside business units and departments. "Shadow system" or 
"rogue system" are used with similar connotations. This type of conflict occurs in most companies, from small 
businesses to Fortune 15 corporations. The good news is that SOA can help companies address shadow IT since it 
allows the enterprise to sustain "innovation at the edge" in a rational fashion.   
In this article, we begin by describing and defining shadow IT and edge applications as they exist in current SOA 
environments and evaluate their unique business value. We then dig deeper into the top four challenges that edge 
systems pose to SOA environments with regard to sustainability. Specifically, we take a look at how shadow IT can fit 
into a service-oriented enterprise (with respect to governance, scalability, and performance requirements) by 
explaining the top four rules for sustaining edge applications in support of SOA.   
  
Why Should Shadow IT be Sustained?   
Even as organizations wrestle with centralization, shadow IT is not going away because it serves a purpose. 
Misalignment between business and IT has been a reality since the dawn of modern information systems. A bigger 
slice of budgets now tends to go to business units that are closer to revenue sources and less on the IT side. These 
business units naturally start to buy or build their own systems, because IT has become unable to support them in 
such tasks, and because they now have the budget to do so. Thus, the phenomenon of shadow IT emerges in 
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departments, business units, and subsidiaries, across all industries, supported by the deployment of simple 
applications in Excel and Access, all the way to fat desktop clients written with technologies like Visual FoxPro.   
Another factor is that requirements from business units tend to build up into a very large IT backlog. When these 
demands increase and the unit's bottom line is directly hit by the lack of appropriate IT response, central IT is 
pressured to give ground on their ironclad rule of centralizing everything. In many cases, business units take matters 
into their own hands and redirect portions of their budgets to either buy business applications or commission the 
building of solutions to solve pressing issues.   
Subsequently, they start to struggle with their own shadow IT maintenance cycles and become swamped-just like 
central IT. Currently, two approaches are available to minimize these issues. On one hand, SaaS appears as a valid 
outsourcing option for business-line units and their shadow IT. On the other hand, central IT has developed ways of 
doing more with less, with many IT departments adopting SOA.   
With the technology and methodologies now available, edge applications can be consolidated through Central IT and 
SOA initiatives, as illustrated in Figure 1.   

  
Figure 1: An overview 
of central IT with edge 
applications. 

  
Three Ways to Support IT at the Edge of an Organization   
Forrester Research estimates that shadow IT expenditures account for 5% to 15% of the average IT budget. CIOs 
acknowledge that they lack the time, resources and business proximity to fully automate all core business processes 
that involve departments, business units, and subsidiaries, or that span partners and customers.   
Faced with these realities, IT departments are left with three alternatives:   

Option 1: IT Decentralization   
Some organizations take the route of full decentralization. In a specific case, a corporation with 20 subsidiaries 
adopted a fully decentralized IT governance model. Each subsidiary has a full-fledged IT department, a fat local 
budget, and a fair amount of leeway in enterprise "buy vs. build" decisions. Central IT retains veto rights for large 
projects and ensures a certain degree of company-wide adoption of standards and best practices.   
In spite of the fact that subsidiaries require more or less the same collection of business applications, basic 
fundamental differences in operating procedures and business processes have made these systems useless to other 
subsidiaries. In most cases, long time-to-market, high cost of adaptation, deficient knowledge transfer processes, and 
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