The SOA Magazine

The SOA Magazine

An SOA Practices Checklist

for Building Implementation Roadmaps
by Nitin Gandhi

Published: August 28, 2006 (SOA Magazine Issue I: September/October 2006, Copyright © 2006)
Download this article as a PDF document.

LYY

Abstract: It's been well documented how service-oriented architecture (SOA) can help organizations achieve strategic
benefits that can ultimately result in streamlined IT environments and increased profit margins. However, to
successfully carry out the process of incorporating SOA into an organizational environment requires that various IT
groups be coordinated in an effort to adopt SOA in a standardized manner. This is where accepted practices become
useful. This article provides a master list of common practices, field proven by a number of SOA projects. Also
supplied is a template that can be used as a checklist for developing SOA implementation roadmaps specific to an
organization's transition project requirements.

Introduction

Although SOA is an accepted means of organizing automation logic in such a manner that it fosters reuse, growth, and
interoperability throughout the evolutionary cycles of an enterprise, it is not itself a solution to domain specific
problems. By applying practices, we address the unique considerations that come into play when having to phase
service-orientation into enterprise domains. Planning this staged approach leads to a controlled and scheduled
delivery of key design specifications, governance plans, and, ultimately, actual services - all part of a master
implementation roadmap.

For example, it is difficult to think of the technical service interface as a business interface. The propensity is to use
Web services as just another technical extension to a particular automation environment. However, if an IT group
comes up with a set of rules to design service interfaces as business interfaces and enforces this practice across
projects, the probability of creating services that represent "truly” service-oriented automation logic is significantly
increased.

This document attempts to provide a set of concrete practices and considerations for implementing service-oriented
architecture. While a number of attempts have been made to define a global SOA roadmap, it is a difficult proposition
because every organization is unique with different priorities. The approach proposed here is to first identify all
practices that may need to be in place and then to define business needs, risks, strategic objectives, and all the other
factors that funnel into a customized roadmap.

SOA Practices

Let's start with identifying some of the key areas in which practices need to be considered as part of typical strategic
SOA planning efforts:

1. Service Monitoring

2. Exception Management

3. Version Management

4. Service Management and Deployment
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5. Policy and Security Considerations

6. Service Level Agreements

7. Service Directory

Recommended practices and considerations in each category are described below:

Service Monitoring

Availability The active availability of a service is generally defined within its accompanying
service level agreement (SLA). Common availability considerations and guarantees
include:

*  When will the service be active and available? (This may be expressed in a
formal schedule or timetable.)

« Will all dependencies for this service also be available during the service's
scheduled availability? (If not, certain service capabilities may not be fully
available, even if the service is active.)

Logging The supporting service infrastructure should store (log) data about each service's
access and usage patterns. This data is useful for troubleshooting, monitoring, and
security control. Formal review processes may need to be in place to ensure that
logs are routinely checked. This is especially important to raise awareness of certain
usage trends that may indicate a need for infrastructure changes (usually associated
with scalability and security measures).

Auditing Auditing is the analysis and reporting of logged information. The data collected at
this stage should answer questions such as:

* How exactly is a service being used?
* Who is using the service?

* What do the common request and response messages look like? (In other
words, what are the most typical content exchange scenarios.)

In addition to better understanding how a service is being used, these reports will
also highlight the capabilities of the service not being utilized.

Performance Metrics Performance metrics and statistics for each Web service are kept so that services
can be monitored to avoid potential runtime issues, such as performance bottlenecks
and fault counts. It is frequently required (and recommended) that automated
notification mechanisms be attached to collected statistics so that action can be
taken well before an infrastructure's limitations are tested.

Debugging & Tracing The ability to optimize and track service activity during development and after
deployment is important, especially for maintenance purposes. This focuses more on
the service hosting platform's ability to provide front-end tools that allow for targeted
investigation of specific activities (or sub-activities) as opposed to common general
reporting features.

Synthetic Transactions The ability to utilize of synthetic (dummy) transactions is helpful to simulate service
usage scenarios during development, testing, and debugging phases. Synthetic
transaction modules can be configured to send periodic service requests according
to pre-defined settings.
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Exception Management

Error Trapping Runtime errors needs to be recorded and reported as efficiently as possible. For
example, the recorded response times and any logged timeouts need to be
monitored to ensure that the service is kept inline with corresponding SLA
requirements.

Root Cause Analysis It has become widely accepted that SOAP faults are not that useful. An SOA
infrastructure needs to be able to drill down into the real reasons as to why a service
is failing. Often this reveals issues such as code faults and hardware failure. With the
right tools, a true root cause analysis (one that goes beyond just the vendor runtime)
can be completed.

Notification Services A services infrastructure should be able to send out notifications when specific
events are triggered. This notification mechanism needs to be configurable so that it
can apply to individuals and broadcast groups.

Version Management

Data Contracts Web services exchange data using pre-defined data models based on XML Schema.
Changes to a published schema can therefore break the data contract and
jeopardize all existing service consumers. If data contracts do need to be changed, a
separate version control practice may need to be in place. This is primarily in
consideration of the fact that an XML data representation architecture will often need
to be maintained and evolved separately from the service layers that utilize its

schemas.
Message & Operation Service consumers are tightly coupled to the service provider through the service
Contracts interface. However, extending a service contract without affecting existing service

consumers may still be possible. A formal process is recommended even when just
adding operations to an established WSDL definition.

Endpoints (Addresses) The service consumer is tied to the service endpoint (address). If the address of the
service changes all active service consumers will be compromised. Therefore, a
separate endpoint or address management practice may be required.

Policies Given the absence of an industry-wide policy expression language (cross-vendor
implementations of WS-Policy still seem a distant reality), documenting and
attaching policies to the technical service contract in a standardized manner can
prove difficult. A common approach is to define policies as part of the accompanying
SLA. Though the policies may be required, the SLA can often just request that
service consumers adhere to policy rules. The enforcement of this practice
sometimes requires that the service consumer owner sign a contract (or the SLA
document) guaranteeing that all policies will be honored.

Internal Dependencies A service may be implemented using numerous proprietary components, databases,
and other system resources. Changes to these underlying dependencies can raise
all kinds of runtime exceptions. Therefore, internal practices may be required to
ensure the integrity of each individual service-level technology architecture.

Claims The service provider may be secured using a common identity technology, such as
active directory roles and users. Any security changes in the infrastructure can also
impact all consumers of a service. Changes to established security management
processes and practices therefore become important considerations and may
require formal reviews by committees.
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Service Retirement

Services do not live forever. When services are deprecated, service consumer
owners must be notified in time to adapt their environments. Often this may require a
graceful expiry period during which both old and new versions of a service contract
co-exist for a pre-determined amount of time (sometimes this period can extend up
to six months).

Dependency Analysis

Service consumers can be classified as "known" and "unknown" consumers.
Keeping a list of all the consumers associated with each service can simplify some
versioning issues by allowing for organized notification.

Service Delivery

Methodology

A methodology practice (such as Erl's mainstream SOA methodology [REF-1])
defines how a service is moved through lifecycle stages and also establishes any
new phases required specifically in support of SOA. In addition to shaping service
logic in preparation for implementation, these formal approaches also need to
provide governance processes in support of post-implementation management and
evolution.

Standardized Service
Delivery Lifecycles

Requirements gathering, business analysis, service modeling, design, and other
delivery lifecycle phases need to be aligned with the service-orientation paradigm.
This does not necessarily supersede object-oriented approaches, but the service
implementation (and especially its contract) must reflect the design characteristics
required to achieve the strategic goals behind service-oriented computing.

Policy and Security Considerations

Identity Store

An identity store is a repository of users, their credentials and preferences. In order
to access a secure service the service consumer must be validated against these
identities. Various options exist for implementing an identity store including Active
Directory or even a regular database. Ideally, an identity store is a standardized and
centralized part of the overall infrastructure. Practices need to be in place to ensure
it is consistently used and maintained.

Authentication &
Authorization

The ability to verify the identity and permissions of service consumers raises a
number of considerations, including how security claims from service consumers are
validated and processed.

Exchange Policy & Contracts

This practice should address how policies and contracts are exchanged between a
service provider, its consumers, and the owners of its consumers.

Internet Perimeter Security

The issues associated with securing Internet firewalls and Internet facing servers
and ports are amplified when moving toward a technology environment consisting of
a combination of internal and external Web services. Practices need to be in place to
ensure that acceptable measures of security are always maintained, but also to
provide a level of adaptability in response to unforeseen external access
requirements that may be raised by newly published services.

Usage Control & Metering

Understanding the usage of a service may be important for a number of reasons. For
example, we may need to bill the service consumer on a per usage basis or we may
want to study service usage and load patterns.
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